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1
Decision/action requested

It is proposed to approve this solution to address key issue#3 in TR 33.757.
2
References

NA
3
Rationale

It is proposed to approve this pCR.
4
Detailed proposal

******Start of Change*******
7.Y
Solution #Y: SUPI privacy protection

7.Y.1
Introduction

This solution addresses KI#3. In this solution, AUSF determines the UE is in customer premises and derives the KAMF and provides it to the AMF.
7.Y.2
Solution details
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Figure 7.Y.2-1: AUSF determines the UE is in customer premises and derives the KAMF
Step 1: The UE is in roaming in the visited PLMN and/or in customer premises. The UE sends the Registration Request NAS message to the AMF/SEAF in the serving network, containing either a SUCI or 5G-GUTI.

Step 2: On receiving the registration request, the AMF/SEAF invokes primary authentication by sending authentication request i.e., Nausf_UEAuthentication_Authenticate request to the AUSF in the home network containing the received SUCI and its serving network name. 

Step 3-4: The AUSF verifies the serving network identifier in the authentication request to check if it is the same as the expected serving network name and determines the UE is in customer premises. If the verification is successful, it sends an authentication data request i.e., Nudm_UEAuthentication_Get request to the UDM, including the received SUCI and SN name.

Step 5: Upon reception of the Nudm_UEAuthentication_Get Request, the UDM invokes SIDF if a SUCI is received. SIDF de-conceals SUPI. The UDM/ARPF chooses the authentication method. 

Step 6: The UDM provides the authentication vectors, SUPI and other necessary parameters to the AUSF in Nudm_UEAuthentication_Get Response message. Additionally the UDM derives the SUPItemp for the UE, stores it as part of subscription data and includes it in the response message to the AUSF.
Step 7: The AUSF sends the authentication challenge message to the SEAF in a Nausf_UEAuthentication_Authenticate Response message including AV(s). 

Step 8-11: The AMF/SEAF transparently forwards the Challenge message to the UE in a NAS message Authentication Request message. On receiving the Authentication request message, the UE calculates the authentication response and sends the response to the AMF/SEAF. The AMF/SEAF provides the ABBA parameter in the Nausf_UEAuthentication_Authenticate Request message.
Step 12: The procedure follows as specified in 6.1.3 of TS 33.501[3] except that the AUSF derives KAMF additionally. The derivation of KAMF includes KSEAF as the root key with inputs as: SUPI, SN ID, ABBA parameter Nausf_UEAuthentication_Authenticate Request message.

Step 13: The AUSF shares the KAMF to the AMF/SEAF in customer premises as part of Nausf_UEAuthentication_Authenticate Response request along with the other necessary parameters. Additionally the received SUPItemp is provided to the AMF for uniquely identification of the UE.
Step 14: The AMF/SEAF sends N1 message to the UE with the success indication. The SUPItemp is used further as UE’s subscriber identifier as long as the UE is served by the AMF in the same customer premises.
7.Y.3
Evaluation
Editor’s Note: There is an impact to the existing key hierarchy and its evaluation is FFS.
TBD
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